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1.1 SAS HDD m‘afﬂﬁauwﬁaﬂ%mﬁmagammm?amﬁﬂiw

1.2 OS/ETH 0-3 33980 Operating System / Interface Card Network

1.3 DHCP/Private IP A3IVABUMISUIAZBIAY TP é’ﬁiuﬁmv:;j?uu?mi

1.4 HTTPD UTNT Web Server Z‘ﬁ‘l’i%‘]_lﬂﬁﬂ’mﬁ]llI%‘;Glﬂ;}!,l,az‘ﬂ%’ﬂ?hﬂﬁsh;‘]ﬁmi

1.5 Squid a3 A0UMs M3 M3 Caching voaszvuBumesiialudnina
1.6 DNS AT A UNMIUIMIFe Ty uaziay 1P

1.7 Authentication/log file ATINAOUTLUUMTIUTUAIAULLAL ”uﬁmrau”amﬁ]imimmam
1.8 Fire Wall CCR-1009 AIVAOUNMINNUYDITLVUTNYIANUaDANY Firewall

E4
1.9 Load Balance FQR 7200 ATNVFAOUFADIUSUDITY ﬂJﬂﬁmﬂumﬁ]iLﬁﬁ

9

1.10 Blower AINAVUNAANITSLIIANNITOU NetwolkCannection Dot

Property [ Value ]
Connection-specfic DN... lan
Deseription Realtek FCle GBE Family Controller
Physical Address 34-DE-80-66CC-ED
DHCP Enabled Yes
1Pvd Address 10.02.141
1Pva Subnet Mask 255.255.00
Lease Obtained 27 Anurum 2562 5:11:28
Lease Eqires 27 fgwium 2562 145129
IPv4 Default Gateway ~ 10.0.0.1
Pv4 DHCP Sarver 10.00.1
Pv4 DNS Servers 10.00.1
8888

1Pv4 WINS Server
NetBIOS aver Tepip En... Yes

SAS HDD 10K DHCP/Private
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Internet Management System

wihudnmsiamsilinuuazdunasiiia

Central Log

PuTayamsNsIsISueaflivatmsy. st

Squid User's Access Report

DIRECTORY DESCRIPTION
ONE-SHOT One shot reports
daily Daily reports
weekly Weekly reports
monthly Monthly reports

‘v ¥ a ¢
ATIVADUTDIUNITUIANUVDYANITITIVINNADUNUADT VO log file

Internet Management System =E

wihudnmsiamsildnuuaziuaadiia

@ daursyuu

amnsaanadauanmnhauzandiings uay aursalasawsmatuioa

System Vital

Canonical Hostname proxy2.seai2.go.th

Listening IP 10.0.0.1

Kernel Version 2.6.18-194.8.1.v5PAE (SMP)

Distro Name 8 Cent0S release 5.4 (Final)

Uptime 4 days 16 hours 14 minutes

Current Users 1

Load Averages 0.290.130.03

Network Usage k

Device Received Sent Err/Drop
lo 561.43 MB 561.43 MB 0/0
eth0 3.72GB 480.05 MB 0/108
ethl 3.28GB 1.82GB 23/0
eth2 0.00 KB 0.00 KB 0/0

ATIVADVADIULVDITLUVIUTUAINY Authentication

! ! a ! a i o w v
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Internet Management System
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No. Haqunsal suandaequnsal wingantan Fuiiase anus a3aviia
1 POE WiFi management Switch EnGenius EWS1200-26TFP 192.168.64.199 2018-11-11 12:23:40 up A
2 Point CH-3 (gut EnGenius EWS310AP Dual AP sea12_hotspot_13 192.168.64.206 2018-02-17 17:29:32 Up A 4
2 Deliberant APC Button Ch-3 _Hotspot_14 192.168.64.213 2018-02-17 17:29:13 Down L%
4 MikroTik Groove A-52HPn sea12_hot: 192.168.64.212 2018-02-17 17:28:22 Up % %
5 nt Ch-3 (hguulowmouay  EnGenius EW 0AP Dual AP seal2_hotspot_11 192.168. 11 2018-02-17 17:25:25 Up % %
6 Point UniFi MESH UAP -AC-M sea_hotspot-10 192.168.64.210 2017-11-25 12:24:27 Up % ﬁ
7 Point [1 192.168.64.209 2016-09-07 07:35:40 Down :\.‘ ®
8 Point (na EnGenius EWS310AP Dual AP sea12_hotspot_8 192.168.64.208 2016-09-07 11:51:10 Up A% 4
9 Point € EnGenius EWS310AP Dual AP sea12_hotspot_7 192.168.64.207 2018-02-17 17:19:22 up L%
10 Point CH-7 5co WAP-4410N s2a12_hotspot_6 192,168.64.214 2018-02-17 15:33:41 Up K. g
1 Laser Print (waiu) Kyocera FS-1370DN 10.0.2.235 2017-01-12 12:05:20 Down LR
12 t Ch i-1) EnGenius EWS310AP Dual AP sea12_hotspot_5 192.168.64.205 2018-02-17 17:16:09 up A 4
13 EnGenius EWS310AP Dual AP se: 192.168.64.204 2018-02-17 17:13:22 Up :&- g
14 -A (90 192.168.64.203 2018-02-17 17:10:10 Up Ky *
15 -5 (v 192.168.64.202 2018-02-17 17:06:02 up A%
16 Accass Point Ch-1 (nauznnnis)  EnGenins FWS210A Dual AP sea1? hatsnat 1 192 168 A4 201 201R-12-17 16:57:09 Down LR

ynan tirong | @ & @ @ Fungldou: Date Time : 27/6/2019 4:22:22 PM / User C
r v [ Y 4
ﬂ A AAa o cl o o (%
5
ATIVADUADIUSVDIRUNTULATDVIYNAAAIN Y LUTTUNINUNINUA
File Edit View Go Capture A&nalyze Statistics Telephony Tools Internals Help
© 0 4 ® ¢ | B X2 AT (BB QAQQ | WMWK
Filter: Apply
344 2.644857000 61.19.202.150 159.192.104.146 TCP 1494 [TCcP segment of a reassembled PDU]
345 2.644859000 61.19.202.150 159.192.104.146 ER 1494 [TcP segment of a reassembled PDU]
346 2.657151000 61.19.202.150 118.172.205.66 TPKT 1466 Continuation
347 2.657157000 61.19.202.150 118.172.205.66 TPKT 1466 Continuation
348 2.657159000 61.19.202.150 118.172.205.66 TPKT 1466 continuation
349 2.657161000 61.19.202.150 118.172.205.66 TPKT 1466 Continuation
350 2.657164000 61.19.202.150 118.172.205.66 TPKT 1466 Continuation
351 2.658532000 118.172.205.66 61.19.202.150 TCP 60 56862+3389 [ACK] Seq=352 Ack=137193 win=16591 Len=0
352 2.658560000 61.19.202.150 118.172.205.66 TPKT 1466 Continuation
353 2.658704000 118.172.205.66 61.19.202.150 TCP 60 56862-3389 [ACK] Seq=352 Ack=142841 win=16591 Len=0
354 2.658718000 61.19.202.150 118.172.205.66 TPKT 851 Continuation
355 2.658858000 118.172.205.66 61..19. 202150 TCP 60 56862-3389 [ACK] Seq=352 Ack=137193 win=16591 Len=0
356 2.659001000 118.172.205.66 61.19.202.150 TCP 60 56862-3389 [ACK] Seq=352 Ack=142841 win=16591 Len=0
357 2.659001000 118.172.205.66 61.19.202.150 TCP 60 568623389 [ACK] Seq=352 Ack=145665 win=16591 Len=0
[ 358 2.659144000 118.172.205.66 _61.19.202.150 ____TCP_______ 60 LTCP Dup ACK 357#l] 56862-3389 [ACK] Seg=352 Ack=1454
359 2.659145000 118.172.205.66 61.19.202.150 TCP 60 56862+3389 [ACK] Seq=352 Ack=147050 win=16244 Len=0
[ 3602659145000 118.172.205.66  ©61.159.202.150  7TCP 60 [TCP Dup ACK 350#L] 56862-3389 [ACK] Seq=352 Ack—147(]
361 2.673666000 159.192.104.146 61.19.202.150 HTTP 541 GET /seal2/modules/mod_superfishmenu/s/tmpl/js/jquery.e
362 2.675108000 61.19.202.150 159.192.104.146 TCP 1494 [TcP segment of a reassembled pPDU]
363 2.675113000 61.19.202.150 159.192.104.146 TCP 1494 [TCP segment of a reassembled PDU]
364 2.675116000 61.19.202.150 155.152.104.146 HTTP 1129 HTTP/1.1 200 OK (application/javascript)
365 2.683342000 118.172.205.66 61.19.202.150 TCP 60 56862+3389 [ACK] Seq=352 Ack=148462 win=16591 Len=0
[ 366 2.683342000 118.172.205. 66 ©61.19.202.150 TCP_ 60 LTCP Dup ACK 383#l] 56862-3389 [ACK] Seq=352 Ack—1484]
367 2.683486000 118.172.205.66 61.19.202.150 TCP 60 56862+3389 [ACK] Seq=352 Ack=149874 win=16591 Len=0
[ 368 2683486000 118.172.205.66  61.19.202.150  TCP 60 [TCP DUp ACK 367#l] 56862-3389 [ACK] Seq=352 Ack—149
369 2.683487000 118.172.205.66 61.19.202.150 TCP 60 56862-+3389 [ACK] Seq=352 Ack=154110 win=16591 Len=0
[ 370 2.683627000 118.172.205.66  61.19.202.150  TCP 60 [TCP Dup ACK 369#1] 56862-3389 [ACK] Seq=352 Ack=154]]
[ 371 2.684264000 118.172.205.66  ©1.15.202.150  TCP 66 [TCP Dup ACK 365#2] 56862-3385 [ACK] Seq=352 Ack=154]]
[ 372 2.684265000 118.172.205.66  ©1.10.202.150  TCP 66 [TCP Dup ACK 360#3] 56862-3385 [ACK] Seq=352 Ack=154]
[ 373 2.684285000 61.19.202.150 ____118.172.205.66 ___TPKT 1466 [TCP Fast Retransmission] Continuation _______ |
374 2.684435000 118.172.205.66 61.19.202.150 60 56862+3389 [ACK] Seq=352 Ack=156319 win=16591 Len=0
[ 375 2.684436000 118.172.205. 66 61.19.202.150 ___TCP_______60 LTCP Dup ACK 374#1] 56862-3389 [ACK] Segq=352 Ack=1563]
376 2.692581000 Cisco_9a:5h:a8 Broadcast ARP 60 who has 202.29.210.927 Tell 202.29.210.9%4
[ 377 2.710851000 118.172.205.66  ©1.19.202.150 ~ TCP 66 [TCP Dup ACK 374#2] 56862-3385 [ACK] Seq=352 Ack=1563
[ 378 2.710951000 118.172.205.66 ___61.15.202.150 ____TCP_______66 [TCP DuUp ACK 374#3] 56862-3385 [ACK] Seq=352 Ack-1563]
379 2.752756000 159.192.104.146 GO Z 0250 66 53436+80 [ACK] Seq=1 ack=18565 win=1024 Len=0 TSval=6
380 2.752777000 61.19. 202 150 159.152.104.146 e 1454 80-53436 [ACK] sSeq= 24277 Ack—l win= 256 Len—1428 TSVa1
2. 7544 28( spanning-tree-(for P 60 n + RO 8 ) 59:aa 0
382 2.760705000 61.19.202. 150 112.175.30.64 TCP 54 3389 57706 [ACK] Seq—1481 Ack 1101 win=64512 Len= 0
, 3B3 2.761369000 &1.19.202.150 11R.172.205. 66 TPKT 1466 cantinuarinn
'
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N v i o Y A Y a < ‘o o
2. Lﬂ?@ﬂlmﬂﬂﬂ Web Server 11a2 DNS 80 IBM X3650 M 11U Glﬂ‘UiﬂWil'J‘le“D'ﬁﬁ'"IUﬂQWU asIeuy

o A

TaI UL service Domain Seal2.go.th US19aL@eANITATIVAOUNA N AD
g ]

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

1.10

SAS HDD

ETH 0-3

MySql Serv

HTTPD

Fri Wall/ES
DNS/seal2.go.th
Internet Speed ( CAT)
PRTG

Antivirus /MW

Blower

b

Cy . '
Gli’)‘ﬂﬁﬂﬂﬁuﬂﬂ%ﬂlﬂﬂﬂl’E]ﬂg'a‘llﬂﬁlﬂ?f)\‘llm“ll']ﬂ
M379901U Interface Card Network
Y
Glﬁ’lﬂﬁﬂ‘ﬂﬁ%‘ﬂ‘uﬂ'li‘U?ﬂ'liﬂ'lu‘ll@lJ“a
=) o o ¥ ¥ o ! ¥ =)
UINIT web server ’d']‘Vii‘]Jﬂ'liﬂ’)iJﬁ]llI%ﬂ%l,mxﬂi‘l_lﬂ'lﬂ'licl‘ﬂﬁiﬂ'l5
Y Y v v ]
A9 szuUean YN NAaTHYN TUIIIAINHINLN
Glﬁ’lﬂﬁﬂﬂﬂﬁﬁ]\ﬂuﬂlﬂﬂ§$1J‘1Jﬂ'1'§ﬂ'l'§ﬂ§ﬂ1'§‘dlf@1ﬂmu uaziay 1P
dq 2 a ~
MNIIVADVUISUU Public IP /ﬂﬂﬁﬁ]’ﬂspeed ﬂiﬂﬂiﬂ1ijiﬂﬁﬁlu

o < ‘v ! ¥
ATIVAOUNMITNINIUVBUFUITOTIAAINT 13911 Bandwidth

Y
astvaouszuvdeanu e AVG uaz e Uszinn Malware
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AINAVUNAANITSLIIANNITOU

XAMPP Control Panel ¥3.2.2 [ Compiled: Nov 12th 2015 ]

XAMPP Control Panel v3.2.2

Senvice Modue  PID(S) Port(s) Actions _ et |
J Apache 2'13162 80, 443 Stop | Admin | Config | Logs | B Shel |
J MySQL 3796 3306 Stop I Admin | Config | Logs | | Explorer I
| Fezis stat | o | config | toss || services |
J Mercury tart I Admi I Config | Logs | © Help |
_l Tomcat Start | Admin | Canfig | Logs | 1] Gui |

15:42:12 [main] Initializing Control Panel

15:42:12 [main] Windows Yersion: Windows Server 2008 R2 SP1 64-hit

15:42:12 [main] XAMPP Yersion: 5.6.31

15:42:12 [main] Control Panel Yersion: 3.2.2 [ Compiled: Nov 12th 2015]
12:12 [main] You are not running with administrator rights! This will work for

12 [main] most application stuff but whenever you do something with services

12 [main] there will be a security dialogue or things will break! So think

12 [main] about running this application with administrator rights!

12 [main] XAMPP Installation Directory: "d\wehseal"

12 [main] Checking for prerequisites

13 [main] All prerequisites found

213 [main] Initializing Modules

#37980U MySql ttag HTTP Service

v
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nQue

Server {(127.
File Server Edit ?

1)

& BEs®w 2 || /ceE -

Server offline.
Creating listen socket on port 21 ...

(000027 )27/6/2562 15:49:14 - (not logged in) (180.105.243 13)= 530 Login or password incorrect! ;]
((000027)27 /672562 15:49:32 - (not logged in) (180.108.243 18)= QUIT

(000027)27 /52562 15:49:32 - (not logged in) (180.108.243 18)= 221 Goodbye

(000027 )27 /62562 15:49:32 - (not logged in) (180.103.243 .13)>= disconnected.

((000023)27B/2562 15:49:32 - (not logged in) (130.105.243 .13)= Connected on port 21, sending vwelcome message. ..
(000028)27B72562 15:49:32 - (not logged in) (130.103.243.13)= 220-FileZilla Server 0.9.60 beta

(000023)27 /(72562 15:49:32 - (not logged in) (180.103.243 .18)>= 220-written by Tim Kosse (tim kosse@filezilla-project.org)
(000023)27/B/2562 15:49:32 - (not logged in) (180.1035.243 13)= 220 Please visit https: ifilezilla-project .orgsd
((000028)27MB/2562 15:49:38 - (not logged in) (180.103.243 .13)= USER seal2

(000023)27 /652562 15:49:38 - (not logged in) (1380.103.243 13)= 331 Password required for seal2

(000028)27 /62562 15:49:44 - (not logged in) (180.108.243 18)= PASS s

(000023)27/B/2562 15:49:44 - (not logged in) (180.105.243 13)= 530 Login or password incorrect!

((000023)27 /652562 15:50:02 - (not logged in) (180.108.243 18)= QUIT

(000028)27 /52562 15:50:02 - (not logged in) (180.108.243 18)= 221 Goodbye

(000028)27 /62562 15:50:02 - (not logged in) (180.103.243.138)>= disconnected.

((000029)27B/2562 15:50:03 - (not logged in) (130.105.243 .13)= Connected on port 21, sending vwelcome message. ..
(0000292782562 15:50:03 - (not logged in) (130.103.243 13)= 220-FileZilla Server 0.9 60 beta

(000029)27 /62562 15:50:03 - (not logged in) (180.103.243 18)= 220-written by Tim Kosse (tim kosse@filezilla-project .org)
(000029)27 /62562 15:50:03 - (not logged in) (180.105.243 .18)= 220 Please visit hitps: ifilezilla-project .orgs
(0000292752562 15:50:08 - (not logged in) (130.103.243 .138)= USER wwwwww

(000029)27 /62562 15:50:03 - (not logged in) (180.103.243 .18)>= 331 Passvwvord required for wwwaw

(000029)27 /62562 15:50:15 - (not logged in) (180108 243 18)= PASS s

(000029)27 /52562 15:50:15 - (not logged in) (180.108.243 18)= 530 Login or password incorrect!

(000029272562 15:50:33 - (not logged in) (180.103.243.18)= QUIT

(000029)27 /52562 15:50:33 - (not logged in) (180.108.243 18)= 221 Goodbye

(00002927 MH/2562 15:50:33 - (not logged in) (180.108.243.13)>= disconnected.

(000030)27 /56,2562 15:50:33 - (not logged in) (130.1058.243 13)= Connected on port 21, sending welcome message...
(O00030)27/6/2562 15:50:33 - (not logged in) (1380.1038.243 13)= 220-FileZilla Server 0.8 60 beta

(000030)27 /62562 15:50:33 - (not logged in) (130.103.243 13)= 220-written by Tim Kosse (tim kosse@filezilla-project .org)
(000030)27/6/2562 15:50:33 - (not logged in) (180.105.243 .18)= 220 Please visit hitps:ifilezilla-project .orgs

(000030)27 /62562 15:50:39 - (not logged in) (180.108.243.18)= USER go

(000030)27 /62562 15:50:39 - (not logged in) (180.1035.243 13)= 331 Password required for go

(000030)27 /672562 15:50:45 - (not logged in) (150.108.243 18)= disconnected.

Server online o
j (= | Account I 1P | Transfer ]
M329a0UIEVY FTP Service
Oo Services H=1 B3
File Action VYiew Help
@ mlo ml>rmup
£} Services (Local)
Select an item to view its description. N@me o I Description l Status | Startup Type | Log On As | e

&} Application Experie... Processes ... Started Manual Local System
l.‘,‘;’; Application Identity — Determines... Manual Local Service
{,;’; Application Informa... Facilitates ...  Started Manual Local System
{,"’;Application Layer G... Providess... Manual Local Service
"v';npplication Manage... Processesi... Manual Local System fo
».‘?;ASP.NET State Ser... Providess... Disabled MNetwork S...
-S;/';AVG Antivirus Manages a... Started Automatic Local System
~£‘};AVG Antivirus Admi... AVG Antivi Started Automatic Local System
\‘,;);Backgmund Intellig... Transfers Started Automatic (D... Local System
».C;’;Base Filtering Engine  The Base F Started Automatic Local Service
»S\‘);Block Level Backup ... The WBEN... Manual Local System
Q’;Certiﬁcate Propaga... Copiesuse... Started Manual Local System
».C};CNG Key Isolation The CNG k... Manual Local System
Q;COM+ Event System  Supports S...  Started Automatic Local Service
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Port 2 on Gateway Router Uninet Public IP (202.29.210.94)

Live Graph - 60 Minutes - 30 sec Interval
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Port 10 on Router Gateway FTTX 200/100 Mbps TOT (192.168.8.254)

Live Graph - 60 Minutes - 30 sec Interval
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Data for Sensor Port 10 on Router Gateway FTTX 200/100 Mbps TOT (192.168.8.254)
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Port 1 On Proxy Server ESA01 Local Area Network <10.0.0.1>

Live Graph - 60 Minutes - 30 sec Interval
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Port 24 on Gateway Switch L3-BackBone F2 (192.168.64.1)

Live Graph - 60 Minutes - 30 sec Interval
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Light path diagnostics
About this task

Light path diagnostics is a system of LEDs on various external and internal components of the server. When an error occurs, LEDs are
lit throughout the server. By viewing the LEDs in a particular order, you can often identify the source of the error.

When LEDs are lit to indicate an error, they remain lit when the server is turned off, provided that the server is still connected to power
and the power supply is operating correctly.

Before you work inside the server to view light path diagnostics LEDs, read the safety information that begins on page Safety and
Handling_static-sensitive devices.

If an error occurs, view the light path diagnostics LEDs in the following order:
1. Look at the operator information panel on the front of the server.

« If the information LED is lit, it indicates that information about a suboptimal condition in the server is available in the IMM
event log or in the system event log.

« If the system-error LED is lit, it indicates that an error has occurred; go to step 2.
The following illustration shows the operator information panel.

Figure 1. Operator information panel

Operator information—__
panel b
Light path ' {
diagnostics LEDs =
Release latch

2. To view the light path diagnostics panel, slide the latch to the left on the front of the operator information panel and pull the panel
forward. This reveals the light path diagnostics panel. Lit LEDs on this panel indicate the type of error that has occurred.
Figure 2. Opert information panel
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The following illustration shows the light path diagnostics panel.

A checkpoint code is either a byte or a word value produced by server firmware and sent to the I/O port indicating the point at
which the system stopped during the boot block and power-on self test (POST). It does not provide error codes or suggest
replacement components. These codes can be used by IBM service and support for more in-depth troubleshooting.

Figure 3. Light path diagnostics panel
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Note any LEDs that are lit, and then push the light path diagnostics panel back into the server.

Note:
a. Do not run the server for an extended period of time while the light path diagnostics panel is pulled out of the server.

b. Light path diagnostics LEDs remain lit only while the server is connected to power.

Look at the system service label on the top of the server, which gives an overview of internal components that correspond to the
LEDs on the light path diagnostics panel. This information and the information in Light path diagnostics LEDs can often provide
enough information to diagnose the error.

. Remove the server cover and look inside the server for lit LEDs. A lit LED on or beside a component identifies the component that
is causing the error.

The following illustration shows the LEDs on the system board.

Figure 4. LEDs
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12v channel error LEDs indicate an overcurrent condition. Table 1 identifies the components that are associated with each power
channel, and the order in which to troubleshoot the components.

The following illustration shows the LEDs on the riser card.

Figure 5. LEDs on the riser card.
Upper PCI slot

error LED

Lower PCI slot
error LED

Remind button
You can use the remind button on the light path diagnostics panel to put the system-error LED on the operator information panel
into Remind mode.



Light path diagnostics LEDs

The following table describes the LEDs on the light path diagnostics panel and suggested actions to
correct the detected problems.

Note: Check the system-event log and the IMM event log for additional information before you replace a

FRU.

LED Problem Action

None, An error has occurred and cannot

but the | be diagnosed, or the IMM has Use the Setup utility to check the system-event log for

system- | failed. The error is not represented | information about the error.
error by a light path diagnostics LED.

LED is

lit.

BRD An error has occurred on the

system board. 1. Check the LEDs on the system board to identify the

component that is causing the error. The BRD LED
can be lit for the following conditions:

« Battery
» Missing PCI riser-card assembly
» Failed voltage regulator

2. Check the system-event log for information about
the error.

3. Replace any failed or missing replaceable
components, such as the battery (see Removing_the
battery for more information) or PCI riser-card
assembly (see Removing_a PCI riser-card assembly
for more information).

4. If a voltage regulator has failed, replace the system
board.

CNFG A hardware configuration error has .
occurred. (This LED is used with 1. If the CNFG LED and the CPU LED are lit, complete

the MEM and CPU LEDs.) the following steps:

a. Check the microprocessors that were just
installed to make sure that they are compatible
with each other (see Replacing_a microprocessor
and heat sink for additional information about
microprocessor requirements).

b. (Trained service technician only) Replace the
incompatible microprocessor.

c. Check the system-error logs for information
about the error. Replace any components that
are identified in the error log.

2. If the CNFG LED and the MEM LED are lit, complete
the following steps:

a. Check the system-event log in the Setup utility
or IMM error messages. Follow steps indicated
in POST error codes and Integrated
management module error messages.




LED
CPU

DASD

Problem

When only the CPU LED is lit, a
microprocessor has failed.

When the CPU and CNFG LEDs are
lit, an invalid microprocessor
configuration has occurred.

A hard disk drive error has
occurred. A hard disk drive has
failed or is missing.

Action

1. Determine whether the CNFG LED is also lit. If the

CNFG LED is not lit, a microprocessor has failed.

a. Make sure that the failing microprocessor, which
is indicated by a lit LED on the system board, is
installed correctly. See Replacing_a
microprocessor and heat sink for information
about installing a microprocessor.

b. If the failure remains, go to the "Before you call
IBM Service" website for additional
troubleshooting information.

2. If the CNFG LED is lit, then an invalid

microprocessor configuration has occurred.

a. Make sure that the microprocessors are
compatible with each other. They must match in
speed and cache size. To compare the
microprocessor information, run the Setup
utility and select System Information, then
select System Summary, and then select
Processor Details.

b. (Trained service technician only) Replace an
incompatible microprocessor.

c. If the failure remains, go to the "Before you call
IBM Service" website for additional
troubleshooting information.

. Check the LEDs on the hard disk drives for the drive

with a lit status LED and reseat the hard disk drive.

. Reseat the hard disk drive backplane.

. For more information, see Hard disk drive problems.

. If the error remains, replace the following

components in the order listed, restarting the server
after each:

a. Replace the hard disk drive (see Removing_a
hot-swap hard disk drive for more information).

b. Replace the hard disk drive backplane (see
Removing_the SAS hard disk drive backplane for
more information).

. If the problem remains, go to the "Before you call

IBM Service" website.




LED
FAN

LINK
LOG

MEM

NMI

Problem

A fan has failed, is operating too
slowly, or has been removed. The
TEMP LED might also be lit.

Reserved.

An error message has been written
to the system-event log

When only the MEM LED is lit, a
memory error has occurred. When
both the MEM and CNFG LEDs are
lit, the memory configuration is
invalid or the PCI Option ROM is
out of resource.

A nonmaskable interrupt has
occurred, or the NMI button has
been pressed.

Action

1. Reseat the failing fan, which is indicated by a lit LED
near the fan connector on the system board..

2. Replace the failing fan, which is indicated by a lit
LED near the fan connector on the system board
(see Removing_a hot-swap fan for more
information).

Note:

1. If an LED that is next to an unused fan connector on
the system board is lit, a PCI riser-card assembly
might be missing; replace the PCI riser-card
assembly. One PCI riser-card assembly must always
be present in PCI riser connector 2.

2. When the BRD LED is lit and all cooling zones all
asserted at the same time by removing the cover
and check if PCI riser-card 2 LED is on.

Check the IMM system event log and the system-error
log for information about the error. Replace any
components that are identified in the error logs. (See
Event logs for more information.)

Note: Each time you install or remove a DIMM, you
must disconnect the server from the power source;
then, wait 10 seconds before restarting the server.

1. If the MEM LED and the CNFG LED are lit, complete
the following steps:

a. Check the system-event log in the Setup utility
or IMM error messages. Follow steps indicated
in POST error codes and Integrated
management module error messages.

2. If the CNFG LED is not lit, the system might detect
a memory error. Complete the following steps to
correct the problem:

a. Update the server firmware to the latest level
(see Updating_the firmware).

b. Reseat the DIMM.

c. Check the system-event log in the Setup utility
or IMM error messages. Follow steps indicated
in POST error codes and Integrated
management module error messages.

Check the system-event log for information about the
error.



LED

OVER
SPEC

PCI

PS

RAID
SP

Problem

The server was shut down because
of a power-supply overload
condition on one of the power
channels. The power supplies are
using more power than their
maximum rating.

An error has occurred on a PCI bus
or on the system board. An
additional LED is lit next to a failing
PCI slot.

A power supply has failed. Power
supply 1 or 2 has failed. When both
the PS and CNFG LEDs are lit, the
power supply configuration is
invalid.

Reserved

The service processor (the IMM)
has failed.

Action

. If any of the power channel error LEDs (A, B, C, D,

E, or AUX) on the system board are lit also, see the
section about power-channel error LEDs in Power
problems. (See Internal connectors, LEDs, and
jumpers for the location of the power channel error
LEDs.)

. Check the power-supply LEDs for an error indication

(AC LED and DC LED are not both lit, or the
information LED is lit). Replace a failing power

supply.

. Remove optional devices from the server.

. Check the LEDs on the PCI slots to identify the

component that is causing the error.

. Check the system-event log for information about

the error.

. If you cannot isolate the failing adapter through the

LEDs and the information in the system-event log,
remove one adapter at a time from the failing PCI
bus, and restart the server after each adapter is
removed.

. If the failure remains, go tothe "Before you call IBM

Service" website for additional troubleshooting
information.

. Check the power-supply that has an lit amber LED

(see Power-supply LEDS).

. Make sure that the power supplies are seated

correctly.

. Remove one of the power supplies to isolate the

failed power supply.

. Make sure that both power supplies installed in the

server are of the same type.

. Replace the failed power supply.

. Remove power from the server; then, reconnect the

server to power and restart the server.

. Update the firmware on the IMM.

. If the failure remains, go to the "Before you call IBM

Service" website for additional troubleshooting
information.



LED Problem Action

TEMP The system temperature has
exceeiled a threshold level. A 1. Check the error log to identify where the over-

failing fan can cause the TEMP LED temperature condition was measured. If a fan has
to be lit. failed, replace it.

2. Make sure that the room temperature is not too
high. See Features and specifications for
temperature information.

3. Make sure that the air vents are not blocked.

4. If the failure remains, go to the "Before you call IBM
Service" website for additional troubleshooting
information.

VRM Reserved.

Parent topic: Light path diagnostics
System x > Rack servers > System x3650 M3 Types 4255, 7945, and 7949 > Troubleshooting >
Light path diagnostics
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