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Squid.conf configulation

# WELCOME TO SQUID 2.6.STABLE4 Fedora core 8
#
#

http_port 8080

icp_port 3130
# htcp_port 4827

hierarchy stoplist cgi-bin ?
acl QUERY urlpath_regex cgi-bin \?
cache deny QUERY
acl apache rep_header Server "Apache
broken_vary encoding allow apache
cache_mem 300 MB
cache_swap_ low 90
cache_swap_high 95
maximum_object size 4096 KB
minimum_object size 0 KB
maximum_object _size in_memory 8 KB
ipcache_size 1024

ipcache_low 90

ipcache_high 95
fgdncache_size 1024

cache_dir ufs /cache/squid 3000 64 128
logformat common %{%Y-%b-
%d %H:%M:%S %z}tl %6tr %>a %Ss/%03Hs %<st %rm %ru %un %Sh/%<A %mt
access_log /var/log/squid/access.log common
#access_log /var/log/squid/access.log squid
# cache_log /var/log/squid/cache.log
# cache_store_log /var/log/squid/store.log
acl time_url url_regex -i clock.thaicert.org www.nod32upd.do.am/v3/*.*
U21.eset.com/eset _upd/update.ver
http_access allow time_url

HHFHHFHHFRH

Program

Authentication
auth_param basic program /usr/lib64/squid/ncsa_auth /etc/shadow
auth_param basic children 5

auth_param basic realm ICT Center NSTAl

auth_param basic credentialsttl 1 minute

auth_param basic casesensitive off

# Authentication
refresh_pattern ~ftp: 1440 20% 10080

refresh_pattern ~gopher: 1440 0% 1440

refresh_pattern . 0 20% 4320

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache _object

acl localhost src 127.0.0.1/255.255.255.255
acl to localhost dst 127.0.0.0/8

acl SSL_ports port 443 563

acl Safe ports port 80 # http

acl Safe ports port 21 # ftp

acl Safe ports port 443 563 # https, shews
acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

acl Safe ports port 591 # filemaker

acl Safe ports port 777 # multiling http
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acl Safe ports port 8443

acl CONNECT method CONNECT

acl lan src 192.168.1.0/255.255.255.0
http_access allow manager localhost
http_access deny manager

http_access deny !Safe ports
#http_access deny CONNECT ISSL_ports
# block MSN MP3
acl MSN reqg_mime_type ~application/x-msn-messenger$
http_access deny MSN

acl chatMSN rep_mime_type -1 “application/x-msn-messenger$
http_reply_access deny chatMSN

acl download urlpath_regex -i \.mp4$ \.wav$ \.iso$
http_access deny download

#acl block url url_regex "usr/local/etc/blacklists”®
#http_access deny block url

acl keyword url_regex -i messenger hi5 chat
http_access deny keyword

skype

#acl skype user src ''/etc/squid/user-skype"

acl skype user src 192.168.1.0/255.255.255.0

acl numeric_IPs url_regex "0-9]+\.[0-9]+\.[0-9+\.[0-9]+:443
acl Skype UA browser “skype”

acl Skype domain dstdomain skype.com

acl connect method CONNECT

http_access deny skype_user numeric_IPs

http_reply_access deny skype user numeric_IPs

http_access deny skype_ user Skype_ UA

http_access deny Skype domain

http_access deny connect numeric_IPs all

# ACL
Authentication
acl password proxy_auth REQUIRED

http_access allow password all

# Authentication

acl our_networks src 192.168.1.0/24
http_access allow our_networks
acl Safe ports port 123
http_access allow localhost
http_access allow lan
http_access deny all
http_reply_access allow all
icp_access allow all
cache_effective_user squid
cache_effective_group squid
coredump_dir /var/spool/squid
visible_hostname nstal.net
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N13 Block Squid.conf

1. Madrianaignineldaumnasiie
acl acl_net src 172.17.8.0/24  // asfieanuiinld
acl acl_client src 172.17.8.10 /1 IP fifiasnnaviueaniiniuaan
acl acl_time time MTWHF 17:00-23:59
acl acl_time2 time MTWHF 0:00-7:00
http_access deny acl_client acl_time
http_access deny acl_client acl_time2
http_access allow acl_net

(M quns T 69A13 W g H woia F Anf A L@n S enfime)
2. M5UAaA MSN
Armas T W11l squid.conf dauaes ACCESS CONTROL

acl chatMSN req_mime_type -i ~application/x-msn-messenger$

http_reply_access deny chatMSN

acl msn1 req_mime_type -i ~application/x-msn-messenger$ //'a;'u 6.3

acl msn2 url_regex -i gateway.dll  // ﬁq"u 77X+

http_access deny msn1

http_access deny msn2
= Y v G| o o Qa‘/
13001589N19block LA AINITONINUAAIL

acl msn1 rep_mime_type -i “application/x-msn-messenger$
acl msn2 url_regex -i gateway.dll

acl morning time M T W H F 9:00-12:00

acl lunch time M TW H F 13:00-17:00
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http_access deny msn1 morning
http_access deny msn1 lunch
http_access deny msn2 morning

http_access deny msn2 lunch

3. Block site (Domain)

acl block_url url_regex 'etc/squid/blacklists' /18519 E blacklist.txt
http_access deny block_url

(ﬁuw’;ﬁ'@ Domain ﬁﬁ”mmaiuﬁ@mﬂuuﬁu%?m)

4. Block Key word

acl keyword url_regex -i messenger hi5 chat
http_access deny keyword

5. Block MP3 Download

acl download urlpath_regex -i \.mp4$ \.wav$ \.iso$

http_access deny download

6. N19A1NA bandwidth Download

acl blockfile url_regex -i ftp .exe .mp3 .vqf .tar.gz .gz .rom .zip .rar .avi .mpeg .mpe .mpg .gt .ram
.rm .iso

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255

acl lan src 192.168.1.0/255.255.255.0 #nq« IP LAN nelu

http_access allow lan

http_access deny all

delay_pools 1

delay_class 1 1

delay_parameters 1 2500/2500 # a1im i 2.5 kbyte nFaanisludiiu 5.0 kbyte Aragutly
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5000/5000 l31Au azandawinlusdlasuienas sy

delay_access 1 allow blockfile

7. N5 download AN AAANHTUTARIAIN website

acl magic_words url_regx -i .exe

delay_pools 1

delay_class 11

delay_parameters 1 4000/4000

delay_access 1 allow magic_words

(magic_world \lufiautlavaandndniuinana .exe (@21 -i An Fauendilu case-insensitive) 11

download {18eANsLEa ludifiu 32 Kbit/sec fdszanns 4 Kbyte/sec )

8. MuuAlAaUIA bandwidth l¥inuUser nnelu network

acl all src 0.0.0.0/0.0.0.0

delay_pool_count 1

delay_class 1 2

delay_parameters 1 12500/12500 2500/2500

delay_access 1 allow all

(9311891 T Lease Line 110 128K uazfaanisasvianli&niln 41 SMTP server aaui 1P a3 lallg
fiasinuiL gateway fail uazlilddmiL NAT nelu e9fng 100Kbivsec e lsnew share Auldmineiu

wazsiaanzasliurazanld Bandwidth Taldifiu 2.5 Koyte/sec )

9 AMUUATUIA bandwidth LA group network

acl a_ll src 0.0.0.0/0.0.0.0

delay_class 1 3

delay_parameters 1 56000/56000 18750/18750 500/500

delay_access 1 allow all

3
Yo A

(@3unelAsall H Lease Line 211A 512K LazFean19iuae Bandwidth 411150 SMTP 15 8Kbyte/sec 1
el network TadiAu 448 Kbit/sec naziiialiiusay class ladinu 150 Kbit/sec wazlusay 1P ladinu 4

Kbit/sec )
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10. N193NNAAUIA bandwidth wazlidaNnmaWIA bandwidth

acl magic_words1 url_regex -i 202.29.14.1

#1191UA acl ﬂzjﬁ\lﬁlﬁaw%rnﬂmh\i acl magic_words?2 url_regex -i ftp .exe .mp3 .vqf .tar.gz .gz .rpm .zip
.rar .avi . mpeg .mpe .mpg .gt .ram .rm .iso .raw .wav .mov #1191UA acl ﬂ@'uﬁfé’fmmwslu traffic AalWg
unstdszinnilag 7

N19NUUAAT Squid(Delay Pool)

# A sy delay pool ﬁ@mﬁﬂ\‘m’]‘i --enable-delay-pools

delay_pools 2 #i1vualii 2 pool Rigadld

#auAR link 111A 2Mbits T4 2 mbits == 256 kbytes AaAwT azsin i 1E 1Ry 5 KB/s Aeluun
delay_class 1 2 #NUUA 1 pool ‘17; 1 1 class 2 ﬁgﬂﬁwumﬂ'ﬂﬂu magic_word?2 WULANAR
delay_parameters 1 256000/256000 5000/256000

delay_access 1 allow magic_words?2 #mjs\lﬁm’nuﬁﬂuﬁmﬁﬁiw d fAtuals

delay_access 1 allow rinet #nguiial ip fumaiuiedatnanielu

# -1/-1 ngANIn ldlnnsaninaunaas traffic.

delay_class 2 2 #111ua 19 pool 71 2 1flu class 2 ﬁgﬂﬁ'mumﬁﬂ"ﬂu magic_word1 wuylianin
delay_parameters 2 -1/-1 -1/-1

delay_access 2 allow magic_words1

AaDeNg

acl download url_regex -i ftp .rar .wma .exe .mp3 .vqf .tar.gz .gz .rom .zip .avi .mpeg .mpe .mpg .qt
.ram .rm .iso .raw .wav .mov

delay_pools 2

acl day time 09:00-15:59

acl day2 time 16:00-09:00

delay_class 1 2
delay_parameters 1 10000/20000 10000/20000
delay_access 1 allow download day day?2

delay_access 1 deny all
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delay_class 2 2
delay_parameters 2 -1/-1 -1/-1
delay_access 2 allow localnet localhost !all

delay_access 2 deny !all

11. nnsudaa Port was 1aa IP

acl porttest port 5050 5222 5223
acl block_port port 5050 5222 5223
acl test src 172.27.162.43
http_access deny block port test
http_access allow all

acl block_port port 5050 5222 5223
acl test src 172.27.162.43
http_access deny block port test
http_access allow all

acl blockip src "etc/squid/block.ip” //a¥19ula block.ip ldae 1P 1y

12. Block skype Chat

acl skype_user src "/etc/squid/user-skype" //l@1at ip Lﬂ%@ﬂ?}l@umﬁmimﬂﬁ
acl numeric_IPs url_regex ~[0-9]+.[0-9]+.[0-9]+.[0-9]+:443

acl Skype_UA browser "~ skype”

http_access deny skype_user numeric_IPs

http_reply_access deny skype_user numeric_IPs

http_access deny skype_user Skype_UA

1As59A @1A2 ICT NSTA1



